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Affected Entities: 

Incident Start Date: 























DESCRIPTION OF THE PROBLEM/INCIDENT 

	Description of the incident:
What happened?
	

	When the incident occurred: 
Date & time 
	

	Where the incident occurred:
E.g. Internal, External etc.
	

	Who are the incident handlers:
departments, teams, individuals
	Name
	Job title
	Team 

	
	
	
	

	
	
	
	

	
	
	
	

	Evidence of Occurrence:
How did you know about the incident: External Source, Event logs, alerts, snapshots, email, pictures, etc.
	



ACTUAL IMPACT AND/OR RISK ASSESSMENT 

	From technical viewpoint
impacted, damaged operations & services, specify the impact level [High ,Medium ,Low]
	


	From business viewpoint
impacted customers, affiliates or departments and specify the impact level [High ,Medium ,Low]
	

	System Non-Availability
How long it takes for all services to be restored 
	

	Time to Recover 
Required time from the team to restore the service
	

	Incident severity 
(size of impacted customers & size of impacted services)
	






ROOT CAUSE ANALYSIS 

	From technical point of view
(the true cause of the incident based on observed evidences )
	



ACTION PLAN – HIGH-LEVEL

	CSIRP PHASE
	ACTION
	STATUS
	ACTION DATE

	Phase 1: Issue Identification 
	[What is the issue, and how was it identified]
	
	

	Phase 2: Investigation
	

	
	

	Phase 3: Recovery
	
	
	

	Phase 4: Reporting
	
	
	



LESSONS LEARNED 

	Lessons

	

	

	









Recommendation and Mitigation Actions

	Mitigation Action
	Due Date
	Status
	Recommended By

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Additional Comments/Notes

	Additional Comments/Notes

	[Any additional notes, information or observations related to the cybersecurity incident]
























APPROVAL:

	[bookmark: _GoBack]Name
	Title
	Date
	Signature

	
	
	
	
	

	
	
	
	

	
	
	
	






