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Summary

Regulated entities in most sectors interact with each other daily, as they have 
overlapping and common operations. They also must comply with the current 
regulations and run their businesses according to them. Yet, these regulated 
entities often operate without direct involvement from the regulators, which 
monitor through conventional and reactive approaches.

Blockchain and distributed ledger technology are likely to reshape the regula-
tion process and overcome such problems. Such technologies provide decen-
tralization and transparency as every transaction is immutably recorded and 
consistently validated by participants in the network. Regulations will be trans-
lated into executable smart contracts, and regulated entities will record any 
performed operation into the distributed ledger. These records would be cryp-
tographically documented, digitally signed, and automatically timestamped.

By adopting blockchain as a regulatory tool, regulators will have active monitor-
ing of all transactions. They will get continuous compliance reporting, obtain 
real-time analysis, and easily detect any malpractices. Moreover, they will im-
prove their governance and policy monitoring practices, reduce the additional 
cost of regulation administration and management, and provide complete 
transparency and decentralization that will boost investors’ confidence and en-
hance business continuity.

In this paper, the concept of blockchain is briefly explained. Then two important 
aspects are addressed to a) highlight the motivations for adopting blockchain 
as a regulatory tool and b) emphasize the common challenges regulators should 
consider. Next, the report will list some potential regulatory applications that 
can be applied in various sectors, including telecommunication, media, con-
struction, e-ticketing, food and agriculture, taxes, and sports industries. Finally, 
insights about the utilization of blockchain as a regulatory tool are presented.
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                Overview

Digital solutions have significantly changed the world and its various sectors. 
They make services more accessible, transform processes into highly automated 
operations, and considerably enhance productivity and efficiency. Emerging 
technologies are expected to provide extended impact through artificial 
intelligence, the internet of things, virtual and augmented reality, cloud 
computing, advanced robotics, and blockchain. For instance, due to its nature of 
decentralization and transparency, blockchain and distributed ledger technology 
(DLT) are likely to reshape the regulation process in several sectors. Such 
technology can provide tamper-evident records of transactions, in which various 
entities along with regulators can log and verify on a peer-to-peer basis. It can 
also offer better governance and policy control over these transactions via 
smart contracts.

Figure 1: Potential Applications of Blockchain as a Regulatory Tool

Currently, there are hundreds of blockchain projects tested by governments in 
more than 30 countries [27]. Experimentation with blockchain in policymaking 
has focused on information security, transfer payments, electronic voting 
systems, land registry administration, medical data recording and sharing, the 
establishment of electronic-identification, and blockchain-based smart cities.
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Table 1: Examples of Current Government-led Blockchain Projects

Sector Country Project

ICT Saudi 
Arabia

The Communications and Information Technology 
Commission (CITC) is supervising a blockchain-based 
platform to prevent SMS spam and fraudulent messages. 
The platform is intended to be used by Telco operators and 
SMS aggregators to register tag names and sender IDs and 
enable consumers to set preferences on their received 
messages.

Financial Australia

The Australian Securities Exchange is planning to replace 
its current Clearing House Electronic Subregister System 
(CHESS) with Distributed Ledger Technology (DLT) to 
perform the processes of clearing, settling, and asset 
registration [13].

Real Estate

Hong Kong
Bank of China Hong Kong (BOCHK) uses blockchain 
technology to process almost 85% of mortgage-related 
real estate valuations [14]. 

Georgia

The National Agency of Public Registry in the Republic of 
Georgia has created a blockchain land-registry system to 
strengthen the property owners’ rights, create an 
immutable and transparent history of land transactions, 
and enable real-time verification of ownership [15].

Sweden

The Swedish Land Registry is testing a new land registry 
system on blockchain to create permanent and public 
ledgers of all transactions and reduce the completion time 
of a real estate deal from several months to a few hours [16].

Smart Cities China

A blockchain-based network will be used to develop the 
data infrastructure for China’s largest smart city project in 
Hangzhou (expected to be completed by 2025). The 
blockchain solution will be utilized for several purposes, 
including a) tracking, transferring, and securing critical data 
(such as resident identification and smart devices); b) 
monitoring driving behavioral data to train self-driving 
vehicles; c) managing and monitoring ecological waste; and 
d) enforcing property rights [17, 18]. 

Logistics UAE

Dubai Customs introduces a blockchain-based platform to 
facilitate cross-border e-commerce transactions, 
consolidate clearance and reconcile inventory, reduce 
physical document submissions for imports, and regulate 
goods return by linking trader and Customs systems [19]. 
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                   What is Blockchain?
Blockchain can be characterized as a ledger constructed by a chain of 
cryptographically linked blocks. All transactions are recorded in this distributed 
ledger, they must be exchanged with all participants in the whole network to 
keep an identical and consistent copy, and the nodes should follow a predefined 
consensus to approve any update to these transactions of entities. The main 
two components of the blockchain are DLT and smart contracts:

Distributed Ledger is a decentralized technology where transactions are 
stored in a shared, synchronized, distributed, and encrypted bookkeeping 
record. The main difference between distributed ledgers and distributed 
databases is that the nodes in a distributed ledger do not trust other nodes; 
hence, transactions are independently verified before being applied. The 
verification here always follows a predetermined consensus that ensures 
consistent order of transactions among nodes [1].

Figure 2: The Differences between Databases and DLT
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Smart Contracts are essentially the rules, which could be programming codes 
and executable scripts. These rules aim at codifying transactions and 
contracts to make the records in a distributed ledger authoritative in terms 
of the existence, status, and evolution of the underlying legal agreements 
that they reflect [1].

Figure 3: Adding a Record (i.e., Group of Multiple Transactions) in Blockchain
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Four pillars should be considered when blockchain is applied as a regulatory 
tool:

Policy: the regulations on which blockchain is applied.

Process: the procedures of transferring the regulation into programming 
codes.

Technology: the implementation phase and its technical architecture re-
quirements from software and hardware.

Society: the countries and individuals on whom the regulatory tool im-
pact.

Proper adoption of blockchain as a regulatory tool will help in several perspec-
tives:

Governance: Blockchain improves three critical features for governance: au-
thentication, who performed this particular transaction; timestamps, at which 
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time instance it has happened; and validation, who witnessed and approved 
the recording of this transaction.

Cost: Blockchain documents and reports the transactions via smart contracts, 
and it assists in real-time and automated monitoring and enforcement [2], 
thereby reducing the traditional cost of regulation administration and 
management.

Businesses: Decentralization is a crucial characteristic of blockchain, and such 
a feature eventually helps in enhancing business continuity (especially in the 
case of private DLT, where the blockchain also provides trusted data interaction 
and secure access control).

Investors: Utilizing blockchain increases efficiency, effectiveness, and trust 
among every participant in the ecosystem in which the regulations are applied. 
This includes the investors whose confidence will be boosted due to the 
transparency and traceability of all transactions in the network.

 

Figure 4: Benefits of Utilizing the Blockchain as a Regulatory Tool
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To effectively use blockchain as a regulatory tool, governmental organizations 
and regulating entities should address a few challenges related to the ambiguity 
in the regulation context, existing gap in technical infrastructure, lack of trust in 
off-chain processes, and issue of scalability in high-volume traffic systems.

Figure 5: Challenges of Adopting Blockchain

Regulation Interpretation:

Regulations are typically written in legal terms; they are flexible to cover great 
number of cases and situations, and they can sometimes be vulnerable to 
various interpretations. On the other hand, smart contracts should be 
constructed using concise and logical language, and they need explicit 
specifications of conditions and procedures. As a result, it would not always be 
straightforward to translate the ambiguous terminologies used in the regulations 
into scripted and programmable code [2].

05

Challenges that Regulators 
should Consider

Challenges

Regulation
Interpretation

Infrastructure
Gap

Regulation
Interpretation

Scalability



11 Blockchain as a Regulatory Tool

Infrastructure Gap:

Regulators in some sectors should consider the technical capabilities and 
infrastructure gap of some entities in their sectors. Looking at the agriculture 
industry as an example, actors in such sector include governmental agencies, 
local administrative departments, multi-billion commercial organizations, small-
and-medium enterprises, various-scale of retailers, and large-to-small farms. 
These heterogeneous entities are likely to raise substantial challenges for 
regulators since they are expected to face massive discrepancies in their 
technological infrastructure, operational competence, and financial abilities. 
Such a gap would create obstacles for these entities to integrate, participate, 
and cooperate in the blockchain network. This might also negatively impact key 
features of blockchain, such as data integrity and consistency [3].

Off-chain Verifications:

Another challenge for regulators is the current processes of certain transactions 
and the non-feasibility of automation for specific steps. These steps may 
necessitate off-chain verification to proceed with the automation stage and 
record these transactions in the blockchain network. If the validation and 
verification procedures are not adequately secured, they will then be incorrectly 
stored on the blockchain as genuine transactions. Therefore, it is critical to make 
sure the whole processing cycle for a transaction is secured and has no loopholes 
during the process [12].

Scalability:

Still, blockchain struggles to handle a high-volume number of transactions, as 
every node in the network has to store and execute a smart contract such that 
the transaction is validated. This process might lead to high processing latency 
and critical scalability issues, particularly in public distributed ledgers. 
Consequently, regulators should consider these challenges when deploying 
blockchain as a tool for applications with huge constituencies [12].



12 Blockchain as a Regulatory Tool

6.1 Telecommunication: Roaming and Fraud Detection

WHY is it needed?

In the telecommunication industry, uncollected revenue and fraud cases are 
expected to cost operators a global average of approximately $294 billion [4]. As 
a result, several industry-related groups have been working on bringing 
blockchain to the ICT sector. Some examples are as follows:

The Hyperledger project, which was formed in 2015, focuses on open source 
blockchain initiatives in various industries. Many significant service providers 
in ICT, including Deutsche Telekom and Swisscom, have been attracted to 
the Hyperledger collaboration.

The Carrier Blockchain Study Group (CBSG) is a global group of service 
providers (including Telefonica, Etisalat Group, and Sprint), and this group is 
looking into the possibility of creating a next-generation, cross-carrier 
blockchain network [6].

The ITW Global Leaders' Forum (GLF) is a group of leaders across telecoms 
infrastructure, platform, and applications providers. They have been working 
to adopt many blockchain initiatives in the telecommunication industry. They 
have already launched various proofs-of-concept to improve connectivity, 
process settlement, enable automation, and improve security.

HOW can it be solved?

Roaming issues and fraud detection can be resolved by having a private DLT 
among service providers and telecom regulators. Utilizing such deployment, a 
smart contract including the parameters of the roaming agreement will be 
implemented every time a subscriber initiates an event in a visiting network. 
Once the smart contracts are agreed on and deployed, it would be impossible to 
alter their behaviors, and this will enable rapid and validated authorization as 
well as real-time settlement, thereby dramatically lowering costs and fraud.
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Figure 6: Example of Using Blockchain as a Regulatory Tool in the ICT Sector

Blockchain as a regulatory tool allows for near-instantaneous charge resolution, 
reducing the need for costly third-party processes like clearing houses. It also 
mitigates roaming and subscription fraud by providing identity management 
across service providers. Blockchain solutions can as well facilitate and certify 
the operator dispute resolutions, and they can help in sending real-time 
notifications of overage issues. Additional applications, including e-SIM 
enablement, device tracing, and call spoofing prevention, can also be benefited 
from the blockchain network, as these services can be easily activated by 
defining new smart contracts [4]. Service providers and regulators need only to 
check the functionalities of these contracts before deployment.

6.2 Telecommunication: Spam Control

WHY is it needed?

According to recent research published by RoboKiller, a spam call and text 
blocking company, spam SMS messages in the United States have increased by 
28% between February and March of 2022, with an almost 11 billion spam text 
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messages received by consumers in March 2022 [20]. Similar statistics can be 
found all around the world. Many efforts have been made to overcome this issue. 
For instance, the Telecom Regulatory Authority of India started an initiative to 
create a “Do Not Disturb” system for users. It allows subscribers in cellular service 
providers to register and record their preferences, such that calls and messages 
from telemarketers are blocked or allowed based on their choices. However, this 
initiative has failed since several telemarketers have obtained subscribers’ 
consent without their complete approval [5].

Another initiative has been made in Saudi Arabia, where the Communications 
and Information Technology Commission (CITC) issued a regulation for spam 
reduction in July 2018 [21]. Users have also been instructed to report scam 
messages by simply sending a short message to a toll-free number. Still, CITC 
found that current solutions and regulations do not address the entirety of the 
SMS-based spam problem. This is because of the market’s conventional 
approach, in which tag names and message templates are manually registered. 
It also does not account for the duplication of tag names, and the registration 
process takes more than two weeks to be finalized.

HOW can it be solved?

To address this issue, CITC is leading a national effort to construct a private DLT 
network and help in protecting the public from receiving inaccurate, malicious, 
and fraudulent SMS messages. The regulatory authority mandated that all 
telecommunication service providers have a node in the distributed ledger such 
that their relevant information is mirrored and synchronized with the blockchain. 
This is to ensure the consistency of any changes and eliminate the possibility of 
any data tampering. The private blockchain network is also connected with a 
platform to allow licensed SMS aggregators to provide registration services to 
advertisers and digitally store their message headers and content templates. In 
addition, the blockchain-based platform will enable the recording and revoking 
processes of the subscribers’ consent. Since every text is verified and cross-
checked whether it is aligned with a person’s choice or not, there would eventually 
be a decrease in the complaints against spam messages. With the proposed 
blockchain-based system, CITC also aims to improve efficiency, reduce the 
length of tag name registration, and provide better customer satisfaction.
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6.3 Media: Copyright Protection

WHY is it needed?

In 2017, Spotify acquired a blockchain startup called “Mediachain Labs,” which 
has developed several solutions using decentralized and peer-to-peer databases 
to better connect artists and licensing agreements with Spotify tracks [7]. They 
have also introduced an attribution engine for creators and a digital currency to 
reward them for their artistic works. Spotify made this step to overcome its 
issues with attribution since it is estimated that almost 25 percent of the 
streaming activities on its platforms are for unlicensed works. This caused legal 
troubles for the audio streaming company and led to over $25 million in 
settlements and penalties to avoid many class-action lawsuits [22].

HOW can it be solved?

Authors, artists, and other copyright owners can directly interact with individuals 
interested in their works through blockchain-based digital right management 
solutions. Publishers will provide short descriptions of their artist works (as 
metadata information include title, artist, composer, genre, publishing date, …, 
etc.). This information will be added to a decentralized directory, and it will be 
cryptographically hashed and stored in a public ledger. Publishers will also set 
the usage terms, specify both allowed and restricted access to their works, and 
use smart contracts to reflect all these terms and access rights. Smart contracts, 
when combined with a digital payment system, will allow interested users to 
transmit micro-transactions to the applicable right holders in order to receive 
an automatic license that unlocks specific features of the chosen work. Smart 
contracts can also be used to automate the collection of royalties due to 
copyright owners whenever their works are performed, played, or shown in 
public locations.

Figure 7: Example of a Blockchain-based Digital Right Management Solution
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6.4 Construction: Compliance Monitoring

WHY is it needed?

A spark from an electrical device in Grenfell Tower, a high-rise residential building 
in West London, led to a building-wide fire in June 2017, killing 71 people due to a 
breakdown in regulation and compliance. There were numerous failures that did 
not satisfy safety standards throughout the structure, with many arguing that 
building regulations were unclear [8]. In the construction sector, current rules 
and procedures are insufficiently robust to assess and assure compliance with 
regulations.

HOW can it be solved?

Regulators in the construction industry can automate their policies, processes, 
and regulations. They can reflect them as smart contracts and adopt blockchain 
networks in their compliance monitoring. Once such a ledger is deployed, 
contractors will document and record every business procedure and 
administrative task to enhance efficiency, improve project delivery, and show 
how they are aligned with the pre-approved contractual terms. The blockchain 
can also be utilized to track the origin of the used materials, reduce environmental 
waste, and drive the service quality to higher standards. Normally, projects in 
this industry consist of three phases: design, construction, and operation. Each 
phase has its processes and requirements as shown in examples listed in the 
next figure. All these processes and requirements can be translated into smart 
contracts and recorded in a distributed ledger. Since every step of their projects 
is logged in a transparent, traceable, and immutable record, the contractor would 
be motivated to maintain high responsibility and adhere to advanced safety and 
quality standards.  
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Figure 8: Examples of Potential Smart Contracts in the Construction Sector
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HOW can it be solved?

Integrating digital tickets with blockchain helps reduce the risk of ticketing 
fraud, mitigate data breaches, efficiently handle high demands, and guarantee 
consumer privacy. It also limits the access of scalpers and bots and their 
capabilities to secure many tickets for reselling. At the 2018 World Cup in Russia, 
blockchain-based software called “Aventus Protocol” was used to sell more than 
10,000 tickets to fan events around Europe and the US. This software allowed 
event organizers to assign each ticket a unique identity that can be traced back 
to its owner. The tickets cannot be falsified since they are based on blockchain, 
a linked set of records in which each new one contains an encrypted version of 
the previous one. The program also allowed event promoters to keep track of 
who had tickets, allowing them to set prices [9]. Another example of using 
blockchain technology to eliminate ticket fraud and the secondary ticket market 
is Guts [7]. It is a transparent ticketing ecosystem to enable the creation of event 
tickets, verify the ownership of each ticket, and facilitate reselling them in 
controlled environments. Guts used the Guaranteed Entrance Protocol (GET) to 
convert tickets to tradable digital collectibles (through Non-Fungible Tokens 
(NFTs)) [25].

6.6 Food Industry: Supply Chain Governance

WHY is it needed?

Blockchain has the potential to transform the global food supply chain. It can 
convert paper-based documents into a blockchain-enabled process. This would 
generate high transparency and data integrity levels, allowing smaller farmers 
to bypass intermediaries in crop trading and cash transfers. It would also provide 
an efficient and cost-effective way to manage the production system. It is 
predicted that the total value of blockchain applications in agri-food markets 
globally will grow from $195.3 million in 2019 to $1.4 billion by the end of 2022 [3].

HOW can it be solved?

An example of utilizing blockchain in the food supply chain governance is 
Provenance. It is a UK start-up company incorporating blockchain into its 
methodology to monitor processes, track products, digitize certifications, and 
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ensure social and sustainable standards compliance. With the effective 
deployment of this system, Provenance believes that the full history of a seafood 
product may be recorded online—from capturing and processing to certification, 
packaging and distribution, marketing and selling—and consumers can access it 
via a smartphone application [3].

In 2017, IBM announced a collaboration with a few major food producers and 
retailers, including Dole, Nestlé, Tyson Foods, Kroger, Unilever, and Walmart, to 
leverage disruptive technologies such as blockchain to enhance quality control, 
food safety, management, and traceability. By September 2019, Walmart had 
mandated that all its leafy greens upstream suppliers adopt IBM's Food Trust 
platform. Each food item is digitally connected to a particular data, either about 
the path of movement or detailed records of specific conditions of that item. It 
will be then recorded into the blockchain system at every step of the process, 
making it possible to trace a package of mangos in just two seconds. Traditionally, 
such a process takes almost seven days from a shop to the farm to be tracked 
[3]. When an outbreak occurs, both the consumer and the store in this situation 
may quickly acquire critical information (such as inspection records) regarding 
key suppliers, processors, and distributors. This will easily help in determining 
what went wrong and where it occurred.

Figure 9: Example of a Connected Food Chain
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6.7 Sport: Anti-doping Regulation

WHY is it needed?

The World Anti-Doping Code is a document that includes anti-doping policies 
and regulations from all over the world's sports organizations and public author-
ities. It collaborates with eight international standards to provide consistency 
across anti-doping organizations in various regions. These standards are related 
to multiple processes, including the testing and investigation procedures, labo-
ratory environments, prohibited substances, use exemptions, and results man-
agement. Up to date, around 700 sports organizations have accepted, imple-
mented, and enforced this code [26]. Because of the involvement of hundreds of 
entities in this complicated process, the adoption of blockchain will significantly 
boost openness and accountability within and across enterprises. Furthermore, 
it will help enforce the doping regulations in sports since any record (including 
the personal data of athletes) registered in the blockchain will be immutable or 
unalterable.

HOW can it be solved?

The concept of accumulating medical data in digital format is not new. In 2012, 
the French sports code included the "athlete's biological profile" (or "athlete bi-
ological passport") for the first time. It consists of the athlete's blood and urine 
samples taken for anti-doping testing. It monitors the biological samples of 
doping over time and allows the detection of any abnormity. The value of block-
chain is its ability to ensure the integrity of the traceable and unchangeable data 
included in this passport. It verifies and validates any new entries and then adds 
them as records in the distributed ledger. This will help prevent certain users 
(such as corrupt national federations and unethical laboratories) from faking 
data and maintain trust in anti-doping test processes, which have been contam-
inated by numerous scandals [10].

Figure 10: Using Blockchain in the Anti-Doping Regulations
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6.8 Taxes: Compliance Monitoring

WHY is it needed?

In 2016, the total amount of Value Added Tax (VAT) lost across the European 
Union was estimated to be around $154.75 billion. This loss is due to tax fraud, 
evasion, avoidance, and, most importantly, the lack of an efficient VAT adminis-
tration system [11]. Using blockchain technology enables automated compliance 
and allows the tax administration officials to perform real-time verification of 
tax filing, potentially lowering the risk of tax evasion, fraud, and avoidance. Fur-
thermore, because of its transparent nature, blockchain technology can be used 
to authenticate, verify, and trace e-invoices. Then it will make it difficult, if not 
impossible, for those involved in the administrative chain to conduct fraud. 
Blockchain also helps international companies provide consistent data and 
comply with multiple tax authorities.

HOW can it be solved?

The current taxation process includes three separate phases: information, pay-
ment, and reconciliation. These processes are conducted in isolation by both 
taxpayer and tax administrator. Here, we will focus on the VAT as an example, 
although the same scenarios can be applied to other types of taxes, including 
payroll, insurance premiums, and property taxes. If there is a distributed and 
synchronized ledger in which no entity has privilege access, businesses, con-
sumers, and the public tax administration agency will have access to their own 
private and encrypted accounts. The Blockchain will digitalize all commercial 
transactions and reflect the main regulation principles as smart contracts. A 
simple example of such regulation is that the transaction should be rejected 
unless a valid VAT registration code is initiated. Another example will be the ac-
tivation of invoice matching between buyer and seller in B2B transactions. 
Point-of-sale (POS) systems can be integrated into the distributed ledger to en-
sure the correct taxation percentage for certain goods is applied. Having all 
e-transactions recorded in the blockchain network will allow the tax administra-
tion agency to have full access to activities and monitor transactions in re-
al-time.
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Regulators in different sectors should consider applying blockchain as a regula-
tory tool to provide shared, distributed, secure, and immutable records of every 
transaction. Regulations are translated into executable smart contracts, and 
regulated entities record any performed operation into the distributed ledger. 
These records would be recognized legally since it cryptographically document-
ed (indicating which function has been conducted), digitally signed (identifying 
who performed the transaction), and automatically timestamped (showing when 
it has exactly happened).

7.1 Why should blockchain be utilized?

In any sector, regulated entities interact with each other on a daily basis; they 
have overlapping operations and common transactions. They are also required 
to comply with the current regulations and run their businesses according to 
them. Traditionally, regulated entities operate without direct involvement from 
the regulators, which must monitor and observe through reactive and passive 
approaches. In case of any dispute between two companies, the regulator will 
intervene and review the existing contracts. The issue might not be resolved if 
both companies provide contradicting pieces of evidence. The two parties can 
claim that forged documents have been submitted, and the issue will consume 
the regulator’s resources to investigate and find the actual truth.

Figure 11: Example of a Dispute between Two Companies
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To overcome such problems, the regulator can create a distributed ledger and 
ask all companies to join as entities. The common transactions between compa-
nies will be translated into smart contracts, and any interaction between the 
two companies will be validated and cryptographically recorded in the block-
chain. The regulator will now have active monitoring of all transactions. It will get 
continuous compliance reporting, obtain real-time analysis, and easily detect 
any malpractices. In case of any dispute, the records in the blockchain will be 
double-checked. They will provide the actual truth as it would be impossible to 
forge, change, or alter the smart contracts and registered records. When a com-
pany complains about another entity, the regulator will ask for the signed agree-
ments and match them with the records in the blockchain. If a company tries to 
forge a document, it will be detected since the provided data do not match what 
has existed in the blockchain.

7.2 When can blockchain be applied?

To fully benefit from blockchain in their regulation activities, a regulator should 
ensure the following six considerations to decide whether a blockchain as a reg-
ulatory tool is applicable or not:

Capability of codifying the targeted regulation task: the legal aspect of a reg-
ulation operation should be precisely translated into executable program-
ming code to ensure that smart contract is able to reflect and perform it ac-
curately.

Need for automated and proactive monitoring: some regulation tasks require 
real-time analysis and active monitoring from governmental organizations to 
guarantee that regulated entities are aligned with the laws and regulations.

Necessity to remove intermediaries: having a third party to handle and coor-
dinate transactions between two regulated entities might increase the oper-
ation cost and limit the regulator’s visibility of ongoing activities. As a result, 
it would be essential to deploy a blockchain in order to provide immutable 
records of transactions, enable regulators to improve governance and obtain 
real-time analysis, and ensure compliance among participated entities.
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Requiring Immutable and Synchronized Records: using blockchain provides 
transparency (by showing every performed transaction), shows ownership (as 
each action is authenticated, validated, and timestamped), and enhances re-
sponsibility (since regulated entities are actively monitored and observed).

Not Demanding Low-Latency Execution Time: until today, blockchain still fac-
es challenges in handling high-volume data traffic. Smart contracts need to 
be executed and validated, and both operations require a considerable time 
to be completed. Regulators should consider this point when they utilize a 
public ledger or deploy blockchain as a tool for applications with a high num-
ber of entities.

Figure 12: Consideration for Blockchain Applicability as a Regulatory Tool

Having Limited Interaction with Off-chain Sources: the structure of block-
chain and smart contracts are designed to be simple. This leads to a funda-
mental limitation, as they cannot inherently interact with systems and infor-
mation sources outside the blockchain network. To address this problem, the 
concept of “oracles” has been utilized to feed outside data to smart contracts. 
Regulators should understand the implications of this step and restrict its 
usage because if the information has been registered into the blockchain 
with no proper validation and verification, these data will be considered gen-
uine and negatively impact the security of the blockchain.
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