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Disclaimer:
English language text is not an official translation and is provided forinformation purposes only. It confers
no rights and imposes no obligation separate from those conferred orimposed by the original Arabic text

formally adopted and published. In the event of any discrepancies between the English translation and the

Arabic original,the Arabic originalshall prevail.
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1. INTRODUCTION:

Pursuant to the Communications and Information Technology Commission (CITC) ordinance issued by the
Councilof Ministers ResolutionNo.74 dated 05/03/1422 AH (corresponding to 27/05/2001),as amended by
the Council of Ministers Resolution No. 133 dated 21/05/1424 AH (corresponding to 21/07/2003)
Promulgating that the Communications and Information Technology Commission shall undertake the
Information Technology Functions,and the Telecommunications Act issued by the Council of Ministers
Resolution No.74 dated 05/03/1422 AHand its amendments anditsimplementing regulation(bylaw),andthe
Council of Ministers Resolution No. 403 dated 12/07/1440 AH which tasked the Communications and
Information Technology Commission with the regulatory and supervisory functions of the Postal Sector.
Therefore in accordance with CITC role towards the protection of customers' personal data in the
telecommunications, information technology and postal sectors; CITC prepared the document of "General
Principles for Personal Data Protection in the Telecommunications, Information Technology and Postal

Sectors

The General Principles for Personal Data Protectionin the Telecommunications, Information Technology

and Postal Sectorsaims at thefollowing:

e Maintaining the privacy of customers' personal data and protecting their rights in accordance with

international best practices.

e Increaseconsumers'trustin ICT and postalservices that dependon processing personal data.

e Establishing the principles and the legal foundations that enable the service providers to invest and

innovatein services andapplications that provide added valueto users by utilizing the personaldata.
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2. DEFINITIONS:

Theterms and expressions definedin the Act and the Bylaw shallhave the same meaning in this document.

In addition,thefollowingterms andexpressions shallhave the meaning assigned to them hereunder except

wherethe contextinthis documentotherwise requires:

CITC The Communications and Information Technology Commission.

Service The service provider of telecommunications or information technology or postal

Provider servicesunder CITC laws and regulations.

Customer The naturalorjuridical person,who usesany of the telecommunications,information
technologyorpostalservices,providedbythe Service Provider.

Personal Anyinformation,regardless of its source orform,whichwould lead toidentifying the

Data customer, or that would render the customer identifiable directly or indirectly,
including, but not limited to, names, ID numbers, addresses, contact numbers,
licenses and registrations numbers and personal properties,bankaccount numbers
and credit cards numbers,customer's photos orvideos,as well as any other data of
personalnature.

Personal Allprocesses performed onpersonaldatabyanymeans,including but notlimited to,

Data data collection, transfer, storage, sharing, destruction, analysis, patterns extraction

Processing

or makingconclusionsbasedthereonandintegrating them with otherdata.

Personal Personal Data disclosure, revealing, publishing, acquisition, and authorizing access
Data thereto withoutalegalbasisintentionally oraccidentally.
Breaches

o



3. GENERALPROVISIONS:
3-1.These principles apply to all service providers,and they have to comply with these Principles as set
forth herein, and submit evidence-substantiating compliance therewith via the mechanisms

approvedbyCITC.

3-2. The service provider shall periodically verify compliance therewith by any third parties
contracted for personal data processing for purposes specified by the service provider, and the
service provider shall submit evidence-substantiating their compliance with these Principles via the

mechanismsapprovedby CITC.

3-3. The service provideris prohibited from any practices that would violate these principles. In
case of violations, it shall be subjectto CITC laws and regulations. The service provider shall not be

exempted fromliabilityin case of third parties contracts.

3-4, These principlesshallnot prejudice anyregulatorydocumentsissuedby CITCor by anyother

relevant authorities providing a higherlevel of protectionof customers'personaldata.

©



4. MAINPRINCIPLESTO PROTECT CUSTOMERS'PERSONAL DATA:

Thefollowing main principles must be complied when processing customers'personal data:

4-1.Customers' personal data processing shallbe done in a lawful and in a transparent manner. Hence, the
results of customers'personal data processingmust be fairin orderto avert unjustified negative impact

on customers'interests.

4-2. Customers'personaldatashallbe processedforspecifiedandclearpurposestothe customer.

4-3. Customers'personal datashall be collected in adequate and limited to what is necessary, in relation

tothepurposes forwhich theyare processed.

4-4. Customers'personaldatashallnotbekeptinaformthatallowstheidentificationof the customerfor

longerthanisnecessaryto achieve purposes of Personal Data Processing.

4-5. Customers' personal data shall be securely protected to ensure its privacy and prevent the

unauthorized accesstheretoorbreachortamperingormisuse thereof.

5. SERVICEPROVIDERS OBLIGATIONS:

5-1. Theservice providershalldevelop and implementa privacy program tomaintain customers' personal
data protection, where it should include developing, documenting, implementing, and enforcing
policies andprocedures formaintaining of customers'personaldata privacy. This program should be
approvedbythehead of theservice providerorthe delegate thereof.In addition,the service provider
shall adhere to submit the program's planto CITC before its approval and shall regularly report the
program's activities to CITC after its approval Therefore, CITC has the right to request any

amendmentsit deems appropriate.

5-2. TheServiceprovidershallassigntheroleand responsibilities of customers' personal data protection
toanindependentfunctionthatestablishedforthis purpose andshallprovide the proper support for

thisfunctionin orderto enableitto carryoutits activities,without prejudice to conflict of interests.

5-3. TheServiceprovidershalladhereto develop,approve and publisha personaldataprivacy policy, that

shall include the types of processed customers' personal data, the purpose of such processing,
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5-5.

5-6.

whethersuchpersonaldatawillbeshared with third parties inside oroutside KSA, retention periods,
the Protection measures, customers'rights with respect to their personal data, and how such rights

can beexercised.

The service provider shall adhere to process customers' personal datainside the KSA, and shall not

processsuchpersonaldataabroad without obtaining CITC's written approval.

Theservice providershalladhere to keepthecustomers'personaldata forthespecified purposes and

periods,andinaccordance withapprovedinstructions by CITC.

The service provider shall notify CITC immediately when any breach of customers' personal data

occurs,through the mechanisms and procedures approved by CITC.

6. CUSTOMERS'RIGHTS REGARDING THEIRPERSONALDATA PROTECTION:

6-1.

6-2.

6-3.

6-4.

It is prohibited to process customers' personal data without their explicit consent thereof, and the
customers may also withdraw their consent at any time, except in cases where it is required by

relevant laws,regulationsand instructions.

Customers must be providedbythe privacy policypriorto processingtheirpersonaldata.

Customers must be enabledto access theirpersonaldatabeingprocessedbytheservice provider at

anytimeand correctthemwhen thereisincorrect orinaccurate data.

Customers mustbe enabledtoobtaina copyof their personaldatainelectronicformat,in accordance

with CITC'sinstructions.
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